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Why arenot Computer or |[Net w

Both Computer and Networking Originated In the University
Labs.

University environments are collaborative places with focus on
solving problems in efficient and unigque ways

Adversarial model analysis is not what researchers really did on
old days

Applies to Software to Nuclear Technologies!

Result T quite open issues in just about every thing T Software,
Protocols -- IP, TCP, SMTP, DNS

Patchwork solutions T Discover a problem T Patch it.
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Internet is Getting Less Secure o

A By every measure, Internet is becoming less
secure every day:.

4 More attacks, More damages and more losses

1 Severity of damages is increasing T stolen users data, credit
card, Id-theft, System high-jacking

A Security Is in architecture, and not in patch solutions

x If Firewalls were so good i we would have solved all the
security problems ? Is Industry fooling you?

2 I'f virus checker are great then
security problems? Give me money every year Trap?



Modern Networks are Really Large ..




Network Growth

Tremendous Network growth from 1994-2008
Many millions of new nodes
No national boundaries

Makes Attacks relatively safe since there are
no way to monitor or catch the culprits

Software is still the mystery
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A Not every user Is a computer science graduate
AFI rewall s and Virus <chec



Network Telescope at caida.org (ucsd)

Interesting stuff to study network (attack) traffic

Continuous Monitoring of Chunk of (globally) routed IP
address space
16 million IP addresses
Little or no legitimate traffic (or easily filtered)

Unexpected traffic arriving at the network telescope can
Imply remote network/security events

Setup - Generally good for seeing explosions, not small
events

Reaction - Depends on random component in spread
| like the data they generate i great source!



Denial-of-Service Attacks : Network et
Telescope Experiment

Attacker floods the victim Attacker
with requests using /
random spoofed source IP
addresses

Victim believes requests are 2
legitimate and responds to
each spoofed address

Monitored
Address
? Space

Reported Observations Attac

1/256t of all victim k AREtepII;I : /
responses to spoofed
addresses

Source: caida.org/ucsd



Attack packets By Protocol
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ack packets by Application
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Attack Packets by Originating Country | ee
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Attack Packets By AS Number
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Attack packets by Source Country

Data Source: caida.org/ucsd
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Network Worm Spread

Self-propagating self-replicating network program
Exploits some vulnerability to infect remote machines
No human intervention necessary

Viral Nature - Infected machines continue propagating infection




Witty March 161 2004

Before 9:30PM (PST) ~After 9:45PM (PST)

~12,000 hosts infected in 30 minutes
Averaged more than 11 million probes per second world-wide
Unstoppable (UDP Scan of Hosts at Line rates)

ST S S

Irreparably destroyed a significant number of infected computers

Source: caida.org/ucsd



